A Synthesis of ITS Lessons

LEGAL ISSUES

Lessons in the legal issues category discuss intellectual property, liability, privacy, and rules and regulations.  Many of these areas, such as liability and intellectual property, are not unique to ITS and apply to many other domains, whereas others, such as privacy, have particular relevance and application to ITS.
   Privacy issues can present particular challenges in ITS projects, as new ITS technologies can often raise concerns about intrusive, "Big Brother" type surveillance.  Key lessons learned are summarized below, followed by brief narratives of supporting evidences gathered from stakeholders’ experiences:

· Address intellectual property rights early to develop a clear policy and increase efficiency.

· Understand the intellectual property rights issues concerning software development and technology and develop a clear policy to address these issues.
· Develop written policies to address liability issues early.

· Carefully consider data sharing issues to effectively balance information sharing needs with data security measures for ITS applications.

· Plan and create policies and rules that address electronic toll collection, enforcement, and data sharing issues. 

· Develop a regional information sharing policy to help define information access and compensation arrangements.

· Consider legislative authority and institutional arrangements.
Evidence-Based Lessons Learned

Intellectual Property 

Intellectual Property Lessons

· Address intellectual property rights early to develop a clear policy and increase efficiency.

· Understand the intellectual property rights issues concerning software development and technology and develop a clear policy to address these issues.
Intellectual property is a legal issue that concerns the ownership of ideas relating to innovations and technology.  Ownership over patents, copyrights, and trademarks encourages advances in technology in ITS, as well as other areas.  However, the involvement of Federal and State funding for ITS development can create barriers to ownership of ITS intellectual property.
 

There is a continuing concern in the private sector that State or Federal laws will require firms participating in public-private partnerships to surrender valuable rights in intellectual property (such as computer programs, patentable inventions, and proprietary technical data) developed with public funds.  On the other hand, the public sector strives to give the public the full benefit of public spending by acquiring the right to use such intellectual property for government purposes.  Government officials also cite a concern about creating a monopoly for certain technologies.  Although the issue of IPR has not been a showstopper to the ITS Program, it merits close scrutiny because it has caused delays in many ITS projects. 

Address intellectual property rights early to develop a clear policy and increase efficiency.  The assignment of IPR will always be an issue, and ITS practitioners must recognize this fact and address it.  The section below discusses IPR issues and the importance of addressing these issues early and developing clear policies to handle such issues.

· The participants in several of the metropolitan Model Deployment Initiative sites were forced to resolve this issue before continuing with the MDI projects.  Many of these participants had dealt with IPR issues in ITS work predating the MDI.  As a starting point to resolving IPR concerns, administrators from both the AZTech™ (Phoenix) and the SmartTrek (Seattle) projects based their IPR policies on the Federal Government's policy on intellectual property.  (The AZTech™ project even went so far as to include the Federal Government's policy in all contracts between the public and private sectors.)  In both the SmartTrek and the AZTech™ projects, the use of this policy significantly improved the contract negotiation process and helped to resolve the concerns of the contracting parties.  Before implementing this policy, public-sector participants in the AZTech™ project experienced a four-month delay in negotiating a contract with their first vendor.  After implementing the policy, however, negotiations with other vendors took less time.
 

· Resolving IPR questions early helps to increase efficiency.  In both the AZTech™ and TransGuide (San Antonio) MDI projects, questions of intellectual property extended project negotiations.  Only when these questions were answered were the project participants able to proceed with deploying their systems and only after resolution of these issues were project participants able to spend time on technical, rather than policy and procedural issues.
  

Understand the IPR issues concerning software development and technology, and develop a clear policy to address these issues.  Another set of important IPR issues are ones that relate to software development and software rights.  The following examples discuss IPR issues associated with software development.
· Since the beginning of the ITS Program, the U.S. DOT has encouraged the participation of the private sector.  However, Federal rules governing ownership and access to intellectual property have tended to discourage the private sector from investing in U.S. DOT-supported activities.  To address this problem, the Transportation Efficiency Act for the 21st Century included new research and technology initiatives.  These initiatives gave U.S. DOT operating agencies greater flexibility to negotiate terms and conditions for private-sector participation, such as those involving ownership and access to intellectual property, than was available under other research and capital programs.  Agencies have found that they can reduce the impact that IPR issues have on project deployment schedules by taking creative approaches to resolving IPR issues.  For example, the solicitation of Federal Government policy, development of licensing agreements, creation of an intellectual property manual, and the creation of more flexible programs illustrate that IPR issues do not represent insurmountable barriers to ITS deployment. 

The following examples discuss the importance of addressing IPR issues and questions of ownership of software and technology developed during the course of the project through a variety of approaches.

· It is important to develop licensing agreements that clearly assign the intended intellectual property ownership and IPR to hardware and software technologies.  For example, representatives from the AZTech™ project developed two licensing agreements: one for preexisting technologies and privately funded developments and another for hardware and software developed during the course of the AZTech™ project using public funds.  

· Developing formal procedures for addressing intellectual property issues is important for helping to define intellectual property ownership.  For example, Texas DOT management established an Intellectual Property Committee that evaluated the Texas DOT's needs, made recommendations, and issued guidance to clarify the agency's policy on the ownership and use of intellectual property developed and used on projects funded by the agency.
 

These experiences illustrate both the importance of addressing IPR early to develop clear policies and the criticality of understanding the IPR issues associated with software development and technology.

Liability

Liability Lesson
· Develop written policies to address liability issues early.

The topic of legal liability is closely related to tort liability.  Johnson 
 gives the following definition of tort liability:  

A tort is an accidental or intentional harm to a person or thing.  The legal concepts surrounding the assignment of fault, or liability, to a person or thing were first developed in England before the founding of the United States.  In this country, most tort law is formed and enforced at the State level, with each State having a differing, but similar, set of laws and traditions.  By seeking to find and assign fault, tort law is seeking to compensate the victim(s) for his or her injury in order to "make them whole."
The following examples provide guidance regarding ITS-related liability issues, and specially address developing written policies to address such issues early in the project development process.

Develop written policies to address liability issues early.

· Within the project development cycle, it is beneficial to stakeholders to develop written policies to address liability issues early.  Policies developed for the AZTech™ metropolitan model deployment in Phoenix stressed that each partner should be legally responsible for the actions of its employees, including subcontractors.  The contract between the Maricopa County DOT (the public sector contracting agency) and private sector participants included an indemnification clause and a limitation of liability.  The indemnification clause stated that the private sector participant agrees to hold the county, State, and FHWA harmless in all suits arising from wanton, willful, or negligent acts and omissions on the part of the private sector contractor, its agents, or subcontractors.  Liability under the contracts between public-sector and private-sector partners is limited to the amount of the contract and did not extend to indirect or consequential losses incurred by the Maricopa County DOT.  The effect of the indemnification clause was to hold the private firms responsible for the actions of their employees and public agencies responsible for the actions of their employees.
 

· In an effort in the Phoenix metropolitan area to facilitate traffic signal coordination among signals in many jurisdictions along a single corridor, engineers in the area established a Signals Working Group.  These engineers established the following practices within the group to avoid potential liability issues. 

· Define and document a series of thresholds under which signal plans can be altered. 

· Establish written coordination policies and plans to cover signalized corridors bordering multiple jurisdictions.

The key to overcoming any constraint is to acknowledge its likelihood and address it early.  Project participants should anticipate these obstacles and come to the table prepared to discuss them.  This lesson illustrates how a metropolitan area can work together to circumvent any liability issues that may surface by establishing a discussion group and developing a set of plans and procedures to share traffic signal control among multiple jurisdictions.  Cross-jurisdictional signal control can lead to significant benefits for a region having considerable impact on the performance of a corridor and contributing to the achievement of several ITS goals including safety, mobility, efficiency, and customer satisfaction.  The group's actions were instrumental in reducing the liability associated with this multi-jurisdictional traffic signal control effort.
 

Privacy

Privacy Lesson
· Carefully consider data sharing issues to effectively balance information sharing needs with data security measures for ITS applications.

Privacy and data protection are important issues to the general public.  In fact, one of the primary concerns people have about ITS is that these technologies will create a "Big Brother" that can track each vehicle's movements and access sensitive data, such as financial information.
 

The following lessons learned experiences provide evidence that the balance between data sharing and data security issues are central to stakeholder privacy concerns.
Carefully consider data sharing issues to effectively balance information sharing needs with data security and privacy measures for ITS applications.
· Ensuring data privacy was essential to the success of an international cross-border freight tracking system implemented in British Columbia, Canada and Washington State.  The International Mobility and Trade Corridor (IMTC) Border Crossing Deployment Project's freight-tracking information system—the TransCorridor Operating System (TCOS)—linked shipping companies' information systems with the U.S. Customs Service's (USCS) Automated Manifest System.  The TCOS provided data security by requiring commercial carriers, shippers, brokers, importers, exporters, and governmental regulatory agencies to register as trade corridor users.  Users were then required to log in with a user name and password, which granted them access to specific pre-defined trade corridor information.  Although certain stakeholders (USCS, the Washington State DOT, and the TCOS administrator) were allowed to view each company's freight information, private companies were not granted access to view their competitors' information.  The deployment allowed the IMTC stakeholders to successfully demonstrate how freight data could be protected in this type of ITS deployment.
The TCOS established data security measures to protect both private- and public-sector proprietary and sensitive information.  Private-sector entities wanted to protect their proprietary and sensitive information.  Public-sector stakeholders, such as USCS and the Canadian Customs and Revenue Agency, needed to access a wide range of shipment information related to the enforcement of national laws and regulation.  The TCOS was designed to protect this delicate balance of information dissemination and protection.
 

· Transportation agencies typically share data with other public agencies and private companies to improve transportation operations through better interagency coordination and to optimize the use of the transportation system by providing information to travelers.  Although some agencies use contractual language or training and procedure manuals to handle data sharing, the preferred approach is a data sharing policy.  In a U.S. DOT survey among public agencies about data sharing, more than half (18 of 34 agencies) reported having a policy on data sharing in place and several others reported having plans to develop one.  A formal policy aids data dissemination by providing a process for handling requests for data from other government agencies and private sector companies.  This kind of formal process helps with ensuring fair treatment as well as managing expectations and resources.   When considering data sharing, it is helpful to recognize the following factors:
· Use a data sharing policy to establish the general approach for your agency.  The majority of public agencies take an open access approach to sharing traffic and transportation data that they collect. 

· Use an open access policy to enable and encourage a variety of ways of providing information to the public.  In the right environment, free and open access to data will stimulate its creative use and dissemination by a significant number of participants.

· Use an exclusive data sharing policy if restricted access may be necessary to stimulate interest and investment in data use and dissemination.  Practical considerations for an exclusive arrangement include: wanting to avoid dealing with too many private parties; having invested in infrastructure, but with no budget for information dissemination; or having no budget for either infrastructure or dissemination. 

These lessons learned experiences show the importance of formalizing policies regarding data distribution for the public good, considering the needs of both the public and private sectors, and effectively balancing information sharing needs with data security measures for ITS applications. 

Rules and Regulations

Rules and Regulations Lessons

· Plan and create policies and rules that address electronic toll collection, enforcement, and data sharing issues. 

· Develop a regional information sharing policy to help define information access and compensation arrangements.

· Consider legislative authority and institutional arrangements.

Toll collection, managed-lane enforcement, and data sharing are often controversial issues that necessitate rules and regulations to manage their use.  It is also important to ensure that an agency's rules are consistent with applicable laws.
Plan and create policies and rules that address electronic toll collection, enforcement, and data sharing issues.  Electronic toll collection (ETC) combines installation of transponders on vehicles, the installation of technology that can "read" the transponder at toll plazas, and administration of accounts at a central office.  When a user opens an account and a transponder is issued, information about the user is entered into a database, so that the appropriate charge on the account can be made.  In some cases, the user may supply financial information, such as a credit or debit card number, so that the account can automatically be replenished when funds are running low.
ETC is critical to successful implementation of variable pricing, in which toll rates vary based on traffic conditions.  Experiences from two toll facilities in California that employ variable pricing show the importance of obtaining legislative authorization for variable pricing, openly sharing toll policies with the public, and incorporating automated enforcement technologies.  The success of a value pricing strategy depends on the ability to protect the integrity of the managed-lane facility, and automated toll collection and enforcement technologies are critical in this regard.

· I-15 in San Diego, California employs dynamic tolling, whereby toll rates vary during the day based on traffic conditions.  Legislation passed at the State level authorized dynamic tolling on this facility.  All users on the facility must be registered and must have a FastTrak account, including a transponder.  

· State Route (SR) 91 in Orange County, California uses automated enforcement for toll collection.  When a reader cannot detect a tag or detects an invalid tag, it triggers a camera that takes a photo of the vehicle's license plate.  The license plate image is matched against the database records to determine if the motorist has a valid account.  If there is no record of an account, state motor vehicle records are used to identify the driver, and then a citation is issued.  

The planning, rules, and infrastructure make this ETC and enforcement much more feasible and manageable than previously possible.  ETC provides the agency with a seamless system for collecting the tolls.  At the same time, enforcement is required to protect the integrity of the facility.  To the extent that enforcement can be automated, this will create a more efficient system for monitoring the facility.
 

Develop a regional information sharing policy to help define information access and compensation arrangements.  Developing a regional information policy helps to define information access and compensation agreements across project and jurisdictional boundaries.

· In the New York metropolitan area, Transportation Operations Coordinating Committee (TRANSCOM) staff developed a regional information policy that was later applied to several other projects, including the New York metropolitan model deployment (known as Trips 123) and an advanced traveler information system along the I-95 corridor.  The policy defines what information was "TRANSCOM information," and therefore, the property of TRANSCOM and included under the rules of this policy.  The policy also specified who would have access to the information, the level of compensation required for the information, and how compensation will be established.
 

Consider legislative authority and institutional arrangements to help affect policy changes.  Legislative authority and institutional arrangements are often needed to affect significant policy changes.  For instance, using pricing as a lane management strategy may require legislative changes at both the State and Federal levels, as tolling is not explicitly allowed on the Interstate system.  In addition, automated enforcement, a critical component of tolling, may require enabling legislation.  Legislation also may facilitate cooperation between local agencies, State agencies, regional transportation authorities, and private developers.  Since managed-lane projects may include a variety of operational strategies, numerous stakeholders may need to be involved, including transit authorities, toll authorities, and private interests.  New institutional agreements may be necessary to define the scope and operation of a project.  

· In an arrangement that was the first of its kind in the United States, construction and operation of the SR 91 Express Lanes was performed by a private company—California Private Transportation Company—which required new institutional arrangements.  The California DOT (Caltrans) and local agencies worked with the company to develop a franchise agreement.  The company designed and built the facility in the median of SR 91 on right-of-way owned by the State.  However, the non-compete clause written into the agreement—Caltrans was prohibited from making other improvements in the corridor that might reduce traffic in the toll lanes—resulted in frustration amongst all the stakeholders, including the public. 

· Planning for managed-lane projects requires input and coordinated planning from a number of stakeholders, including Federal agencies, the State DOT, the metropolitan planning organization, and local agencies, among others.  During the planning process, some of the key issues that need to be addressed include institutional arrangements and legislative authority.
 

Legal Issues – Conclusions 

The legal issues discussed include a wide range of topics related to the application of ITS.  These topics include intellectual property, liability, privacy, and rules and regulations.  The legal issues associated with these areas must be handled in a proactive, thoughtful, and comprehensive manner since they impact a wide variety of important societal and transportation-related issues.  Addressing these issues in such a manner will help to minimize legal problems associated with intellectual property issues, privacy concerns, and legislative authority arrangements.
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